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ARP PROTOKOL

Predmet: Racunarske mreze
Predavac: dr Dusan Stefanovic
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ADDRESS RESOLUTION PROTOCOL (ARP)

Princip rada ARP-a:
1.Razresava MAC adrese na osnovu IP adrese

2.Cuva ARP informacije u ARP tabeli (ARP keg)

Posalji podatke
na uredaj

Y

Dali je Ne
MAC adresa
u mom ARP ¢
kesu?
Posalji ARP
zahtev
Da ¢
Dobij ARP
odgovor
I
Y

Posalji podatke
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ARP KES TABELA

e CIAWINDOWSsystem 3 2vwmd. exe

C:sDocuments and Settingssbvachon“DesktopXarp

Interface: 192.168.11 .69 —— Bx3
Internet Address Phuysical Address Type
19216811 .1 #8-A7-h4-B0—Abh—A1 dynamic
192.168.11.5 HA-18-83-86—8b—eh dynamic

C:sDocuments and Settingssbvachon“Desktoplarp —d

C:“Documents and Settingssbvachon“Desktoprarp —a
Mo ARP Entries Found

C:sDocumentz and Settingssbvachon“Desktop?
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PRIMER RADA ARP PROTOKOLA

C:\Users\Dusan> arp -a

Interface: 192.168.11.13 --- 0xb
Internet Address Physical Address Type
192.168.11.1 00-07-04-00-0b-01 dynamic

Start Wireshark

C:\Users\Dusan>

C:\Users\Dusan> ping 192.168.11.5

Pinging 192.168.11.5 with 32 bytes of data:

Reply from 192.168.11.5: bytes=32 time=Ilms TTL=64
Reply from 192.168.11.5: bytes=32 time<lms TTL=64
Reply from 192.168.11.5: bytes=32 time=1lms TTL=64
Reply from 192.168.11.5: bytes=32 time<lms TTL=64

Ping statistics for 192.168.11.5:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = lms, Average = 0Oms Stop Wireshark
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ARP REQUEST PORUKA
(PODACI U FREJMU)

il ARP-ping.pcapng [Wireshark 1.8.2 (5VN Rev 44520 from [trunk-1.8)] -0l x|

File Edit Miew Go Capture Analyze GStatistics Telephony Tools Internals Help

BEEHXLE A+ +saTFT L |EE QAQadlwWkEBasE|H

1 0.00000000 a4:1fF:72:73:01:3d Broadcast AR 42 who has 192.168.11.57 Tell 192.168.11.13

2 0.00090800 Hewlett-_7c:5c:cd ad:1f:72:73:01:3d 60 192.168.11.5 is at 2c:41:38:7c:5c:cd

3 0.00092500192.168.11.13 192.168.11.5 ICMP 74 Echo (ping) request 1d=0x0001, seg=30/7680, ttl1=128
4 0.00169300192.168.11.5 192.168.11.13 ICMP 74 Echo (ping) reply 1d=0x0001, seg=30/7680, ttl=64
51.00132200192.168.11.132 192.108.11.5 ICMP 74 Echo (ping) request 1d=0x0001, seg=31/7936, tt1=128
6 1.00217400192.168.11.5 192.168.11.13 ICMP 74 Echo (ping) reply 1d=0x0001, seg=31/7936, ttl=64
7 3.00437500192.168.11.13 192.168.11.5 ICMP 74 echo (ping) request 1d=0x0001, seg=33/8448, ttl=128
& 3.00524000192.168.11.5 192.168.11.13 ICMP 74 Echo (ping) reply 1d=0x0001, seq=33/8448, ttl=64

1l o

& Frame 1: 42 bytes on wire (336 bits), 42 b
= Ethernet II, Src: ad:1t:72:73:01:3 :
Destination: Broadcast (ff:ff:ff:ff: ff ff}

# Source: ad4:1f:72:73:01:3d (ad:1f:72:73:01:3d)
| Tvpe: ARP (0x0806)
[+ Address Resolution Protocol (request)

a5 Ca tured (336 bits) on '|r|ter'Face 0
, Dst: Broadcast :

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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ARP REQUEST PORUKA
(PAYLOAD PODACI)

1 ARP-ping.pcapng [Wireshark 1.8.2 [SVN Rev 44520 from [trunk-1.8)] -0l x|
File Edit Wew Go Capture Analyze 3Statistics Telephony Tools Internals Help

oW e FEX2L Aes0T2(EE QAAaAl @B M | E

iz

8.11.57 Tell 192.168.11.13

60 192.168.11.5 i5 at 2c:41:38:7c:5c:cd

. 00090800 Hewlett-_7c:5cC:cd

3 0.00092500192.168.11.13 192.168.11.5 ICMP 74 Echo (ping) request 1d=0x0001, seg=30,/7680, ttl=128

4 0.00169300192.168.11.5 192.168.11.13 ICMP 74 Echo (ping) reply 1d=0x0001, seq=30/7680, ttl=64

51.00132200192.168.11.13 192.168.11.5 ICMP 74 Echo (ping) request 1id=0x0001, seg=31,/7936, ttl=128

61.00217400192.168.11.5 192.168.11.13 ICMP 74 Echo (ping) reply 1d=0x0001, seq=31/7936, ttl=64

7 3.00437500192.168.11.13 192.168.11.5 ICMP 74 Echo (ping) request 1id=0x0001, seq=33/8448, ttl=128

8 3.00524000192.168.11.5 192.168.11.13 ICMP 74 Echo (ping) reply 1d=0x0001, seq=33/8448, ttl=64
K| | 2

# Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
B Ethernet IT, Src: a4:1f:72:73:01:3d (a4:1f:72:73:01:3d), Dst: Broadcast (ff:ff:ff:ff:ff:fF)
F Destination: Broadcast (ff:ff:ff:ff:ff:ff)
& Source: a4:1f:72:73:01:3d (ad:1f:72:73:01:3d)
Type: ARP (0x0806)
Address Resolution Protocol (request)
Hardware Type: Ethernet (1)
Protocol type: IP (0x0800)
Hardware size: @
Protocol size: 4
Opcode: request (1)
sender MAC address: a4:1f:72:73:01:3d (ad:1f:72:73:01:3d)
sender IP address: 192.168.11.13 (192.168.11.13)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 192.168.11.5 (192.168.11.5)

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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ARP REPLY

"4 ARP-ping.pcapng [Wireshark 1.8.2 (5VN Rev 44520 from [trunk-1.8)] ;[Qlﬂ
File Edit Miew Go Capture Analyze GStatistics Telephony Tools Internals Help
B oo e BEXEE AT L|(|BE I QQAQ0| @M X H
Filber:l j Expression... Clear  Apply  Save
Mo, |Time |S0urce |Destination |Protocol _|Length |info
1 0.00000000 a4:1f:72:72:01:3d Broadcast ARP 42 who has 192.168.11.57 Tell 192.168.11.13
2 0.00090800 Hewlett-_7c:5c:cd ad:1f:72:73:01:3d 192.168.11.5 is at 2c:41:38:7c:5c:cd
3 0.00092500192.168.11.13 192.168.11.5 ICMP 74 Echo (ping) request 1d=0x0001, seg=30/7680, ttl=128
4 0.00169300192.168.11.5 192.168.11.13 ICMP 74 Echo (ping) reply 1d=0x0001, seq=30/7680, ttl=64
51.00132200192.168.11.13 192.168.11.5 ICMP 74 eEcho (ping) request 1d=0x0001, seq=31,/7936, ttl=128
6 1.00217400192.168.11.5 192.168.11.13 ICMP 74 Echo (ping) reply 1d=0x0001, seq=31,/7936, ttl=64
7 3.00437500192.168.11.13 192.168.11.5 ICMP 74 Echo (ping) request 1d=0x0001, seg=33/8448, tt1=128
8 3.00524000192.168.11.5 192.168.11.13 ICMP 74 Echo (ping) reply 1d=0x0001, seq=33/8448, ttl=64
1 J 2
# Frame 2: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0 -
= Ethernet II, src: Hewlett-_7c:5c:cd (2c:41:38:7c:5c:cd), Dst: ad:1f:72:73:01:3d (ad:1f:72:73:01:3d) i
E Destination: a4:1f:72:73:01:3d (ad4:1f:72:73:01:3d)
# Source: Hewlett-_7c:5c:cd (2c:41:38:7c:5c:cd)
Type: ARP (0x0808&)
Padding: 000000000000000000000000000000000000
= Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IP {(0x0800)
Hardware size: @
Protocol size: 4
opcode: reply (2)
sender MAC address: Hewlett-_7c:5c:cd (2c:41:38:7c:5c:cd)
sender IP address: 192.168.11.5 (192.168.11.5)
Target MAC address: a4:1f:72:73:01:3d (a4:1f:72:73:01:3d) s
Tarnet TP address: 192 _168%.11.13 M9?_ 168_11.131 LI

PREDMET RACUNARSKE MREZE
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SLANJE ICMP PORUKE

"1 ARP-ping.pcapng [Wireshark 1.8.2 (SVN Rev 44520 from ftrunk-1.8)] - |E||i|

File Edit Vew Go Capture Analyze Statistics Telephony Tools Internals Help

B oo BEXEL asreT i (EEIQRQAAR EEB %O

Filter: I j Expression... Clear  Apply  Save

Mo, |Time |source |pestination |protocol |Length  |Info
1 0.00000000 a4:1f:72:73:01:3d Broadcast ARP 42 who has 192.168.11.57 Tell 192.168.11.13
2 0.00090800 Hewlett-_7c:5c:cd a4:1f:72:73:01:3d ARP 60 192.168.11.5 is at 2c:41:38:7c:5c:cd
3 0.00092500192. .11, . 74 Echo (ping) request id=0x0001, seq=30/7680, ttl=128
4 0.00169300192.168.11.5 192.168.11.13 ICMP 74 Echo (ping) reply 1d=0x0001, seq=30/7680, ttl=64
51.00132200192.168.11.13 192.168.11.5 ICMP 74 Echo (ping) request 1d=0x0001, seq=31,/7936, ttl=128
6 1.00217400192.168.11.5 192.168.11.13 ICMP 74 echo (ping) reply 1d=0x0001, seq=31/7936, ttl=64
7 3.00437500192.168.11.13 192.168.11.5 ICMP 74 Echo (ping) request 1d=0x0001, seq=33/8448, tt1=128
8 3.00524000192.168.11.5 192.168.11.13 ICMP 74 Echo (ping) reply 1d=0x0001, seq=33/8448, ttl1=64

H Frame 3: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0O
El Ethernet II, Src: ad4:1f:72:73:01:3d (a4:1f:72:73:01:3d), Dst: Hewlett-_7c:5c:cd (2c:41:38:7c:5c:cd)
# Destination: Hewlett-_7c:5c:cd (2c:41:38:7c:5c:cd)
F Source: ad4:1f:72:73:01:3d (a4:1f:72:73:01:3d)

Type: IP (0x0800)
Internet Protocol version 4, Src: 192.168.11.13 (192.168.11.13), Dst: 192.168.11.5 (192.168.11.5)
Internet Control Message Protocol

[+ [
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PRIKAZ ARP KES TABELE

C:\Users\Dusan> arp -a

Interface: 192.168.11.13 --- 0xDb
Internet Address Physical Address Type
192.168.11.1 00-07-04-00-0b-01 dynamic
192.168.11.5 2c-41-38-7c-5c-cd dynamic

C:\Users\Bob>

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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KOMUNIKACIJA HOSTA U ISTOJ MREZI

PC1 (192.168.10.10 /24) %alje paket PC2 (192.168.10.11 /24)

— Posto se oba hosta nalaze u istoj mrezi (192.168.10.x /24)
usluga mreznog prolaza (default gateway) nije potrebna

.10 .168.10.
pCl ’—‘ 192.168.10.0/24

’w/é

==

GO0/1
192.168.11.0/24

A

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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KOMUNIKACIJA HOSTA U RAZLICITOJ
MREZI

PC1(192.168.10.10 /24) Salje paket PC4 (192.168.11.11 /24)

- Posto se nalaze u razli¢itim mrezama (192.168.10.x /24 i
192.168.11.x /24) zahteva se usluga mreznog prolaza.

= .10 192.168.10.0/24

PC3

PC4

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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MREZNI PROLAZ (DEFAULT GATEWAY)

C:\Users\Admin>ipconfig
Windows IP Configuration
Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : cisco.com

Link-local IPv6 Address . . . . . fe80::b572:c6c:£983:cadcs1l
IPv4 Address. . . . . . . . . . . : 192.168.11.99

Subnet Mask . . . . . . . . . . . 255.255.255.0

Default Gateway . . . . . . . . . 192.168.11.1

Internet Protocol Version 4 (TCP{IPv4) Pro 2 x| Internet Protocol Version 4 (TCP/IPv4) Pro 2=l

General | -

General |Alhernabe Configuration |
‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

€ Obtain an IP address automatically ' Qbtain an IP address automatically

% Use the following IP address: " Use the following IP address:

IP address: 192 . 168 . 11 . 99 IP address: I ) ) )
Subnet mask: I 255,255 .255. 0 Subriet mask: I ) ) )

Default gateway: 192,158 . 11 . 1 Default gateway: |— .

" Obtain DG server address automatically & Dbtain DNS server address automatically:

—{* Usg the following DNS server addr = —{" Use the following DNS server addresses:

Preferred DNS server: | . . . Preferred DS server: I - c -
Alternate DNS server: I . . . fAlkernate DRS server: I - c -

I~ validate settings upon exit Advanced... I™ | validate settings upon et Advanced... |
| el

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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RUTING TABELA NA HOSTU

Lista dostupnih mreza na hostu

Lista subnet maski

192.168.10.0/24 SR Lista adresa preko kojih se dolazi do tih mreZa. Destinacija
koja je direktno dostupna oznacava se “On-link”.

C:\Users\PCl> netstat -r .

Lista adresa na fizickom interfejsu preko koga se
<Output omitted> Salju paketi

n rediSnih mrez
IPv4 Route Table CErE ap etiEh cza

Active Routes:
Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 192.168.10.1 192.168.10.10 25
127.0.0.0 255.0.0.0 On-link 127.0.0.1 306
127.0.0.1 255.255.255.255 On-link 127.0.0.1 306
127.255.255.255 255.255.255.255 On-link 127.0.0.1 306
192.168.10.0 255.255.255.0 On-link 192.168.10.10 281
192.168.10.10 255.255.255.255 On-link 192.168.10.10 281
192.168.10.255 255.255.255.255 On-link 192.168.10.10 281
224.0.0.0 240.0.0.0 On-link 127.0.0.1 306
224.0.0.0 240.0.0.0 On-link 192.168.10.10 281
255.255.255.255 255.255.255.255 On-link 127.0.0.1 306
255.255.255.255 255.255.255.255 On-link 192.168.10.10 281




é;)/( AKADEMIJA TEHNICKO-VASPITACKIH STRUKOVNIH STUDIJA

RUTING TABELA NA HOSTU

0.0.0.0
» Default ruta i njoj se prosleduju paketi namenjeni drugim mrezama.
» Default gateway je 192.168.10.1 (R1)

127.0.0.0 — 127.255.255.255
*Ove adrese odnose se na lokalnu konekciju i obezbeduju servise lokalnom

192.168.10.0/24 == hostu

192.168.10.0 - 192.168.10.255
C:\Users\PCl> netstat -r « Adrese se odnose na host i lokalnu mrezu
* 192.168.10.0 — Ruta do lokalne mreze.
<Output omitted> * 192.168.10.10 — Adresa lokalnog hosta.

* 192.168.10.255 — Broadcast adresa.

IPv4 Route Table '

e _____________] 224000

Active Routes: » Specijalne multicast adrese

Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 192.168.10.1 192.168.10.10 25

192.168.10.0 255.255.255.0 On-link 192.168.10.10 281
192.168.10.10 255.255.255.255 On-link 192.168.10.10 281
192.168.10.255 255.255.255.255 On-link 192.168.10.10 281
224.0.0.0 240.0.0.0 On-1link 127.0.0.1 306
224.0.0.0 240.0.0.0 On-1link 192.168.10.10 281
255.255.255.255 255.255.255.255 On-link 127.0.0.1 306
255.255.255.255 255.255.255.255 On-link 192.168.10.10 281

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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KOMUNIKACUA PC1 i PC2
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192.168.10.0/24

<Output omitted>

IPv4 Route Table

Active Routes
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192.168.10.10
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KOMUNIKACHA
PC1 SA ADRESOM 10.10.10.10

10.10.10.19

192.168.10.0/24

\Users\PC1l> netstat -r

C

<Output omitted>

IPv4 Route Table

Active Routes

Metric

Interface

192.168

Gateway

192.168.

Netmask
0.0.0.0

Network Destination
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ZADATAK

Refer to the exhibit. All of the routers in the network are configured with
the ip subnet-zero command. Which network addresses should be used for
Link A and Network A? (Choose two)

Network A
120 Hosts

172.16.3.32127 172.16.3.64127 172.16.3.96/27

A. Network A - 172.16.3.48/26

I_B. Network A - 172.16.3.128/25

C. Network A - 172.16.3.192/26

D. Link A -172.16.3.0/30

E. Link A-1/2.16.5.40/50
F. Link A-172.16.3.112/3

Odgovor B,D

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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Refer to the exhibit. Which subnet mask will place all hosts on

Network B in the same subnet with the least amount of wasted
addresses?

Network A MNetwork B
66 Hosts 310 Hosts

L S - &

A. 255.255.255.0
C. 255.255.252.0
D. 255.255.248.0

Odgovor B

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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ZADATAK

An administrator must assign static IP addresses to the servers in a network. For network
192.168.20.24/29, the router is assigned the first usable host address while the sales server
is given the last usable host address. Which of the following should be entered into the IP
properties box for the sales server?

A. IP address: 192.168.20.14 B. IP address: 192.168.20.254
Subnet Mask: 255.255.255.248 Subnet Mask: 255.255.255.0
Default Gateway: 192.168.20.9 Default Gateway: 192.168.20.1

C. IP address: 192.168.20.30 D. IP address: 192.168.20.30
Subnet Mask: 255.255.255.248 Subnet Mask: 255.255.255.240
Default Gateway: 192.168.20.25 Default Gateway: 192.168.20.17

E. IP address: 192.168.20.30
Subnet Mask: 255.255.255.240
Default Gateway: 192.168.20.25

Odgovor C

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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Refer to the exhibit. In this VLSM addressing scheme, what summary address

would be sent from router A?

172.16.164.020

&=

T 472.16.128.020 - -
_ ' - D,
1721632 6426 I%%
172.16.32.0/24

— [ Internet

T2 632120726

172 _AROR NN

A.172.16.0.0/16 ' -

172.16.54.0020
B.172.16.0.0/20 '
C.172.16.0.0/24
D.172.32.0.0/16
E.172.32.0.0/17
F. 172.64.0.0/16

Odgovor A

PREDMET RACUNARSKE MREZE
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Refer to the exhibit. What is the most appropriate
summarization for these routes?

10.0.0.0

10.0.1.0
10.0.2.0
10.0.3.0

A. 10.0.0.0/21
B. 10.0.0.0/22
C. 10.0.0.0/23
D. 10.0.0.0/24

Odgovor B

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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